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Security Barometer Survey 

The Psychology of Security 
 

 
 

IT security is high on the agenda of most companies, and so it should be. There are a number of 
discrepancies however, largely driven by psychological factors. Of particular significance is that 
existing security policies are seemingly doing little to improve the security of organisations. They 

should not be seen as an end in themselves, and may be in need of urgent review. 
 
 

 

 

• Security understanding is still victim to the fear factor 

In this post downturn age of IT, we would hope that security understanding replicates the increased 
drive we see towards IT efficiency and effectiveness. However, there is considerable evidence that 
psychological factors are still as important as they ever were. For example, companies that 
suffered a security attack in the recent past are significantly more aware that they might suffer a 
similar attack in the future. Meanwhile, newer threats such as Spyware are – incorrectly – not yet 
seen as high risk.  

• Policy-based security enhances awareness  

It should be expected that companies that take a policy-based, proactive stance on security issues, 
such as companies who have implemented a formal security policy, would be better protected 
against security threats. The research seems to show that having a full policy and having no policy 
makes little difference – however, the analysis shows that this is down to lack of awareness of 
possible threats from those with no policy in place. 

• Security threats are being hyped above those of unscheduled downtime 

Roughly three times as many respondents had experienced unscheduled downtime due to software 
or hardware failure, compared to downtime due to security issues. We should not downplay the 
issues caused by security, indeed, some system failures may be caused by security problems 
without it being that obvious. However, companies should be treating downtime in the round. 

• Security issues are directly impacting individual productivity  

Respondents were quick to point out that there would be significant or some impact of security 
issues on either their individual productivity or as a cost to the business. Indeed, over half of 
respondents considered that they wasted a day or so every month dealing with security issues. This 
equates to a significant financial cost to industry. A proportion of respondents (at least 10%) have 
suffered the impact of some kind of security attack in the past three months. 

Discussion 
It was unexpected in the extreme that the presence of a formal security policy in an organisation would 
seemingly have such little impact on security issues. Even taking into account the “blissful ignorance” 
of those with no policy leading to the issues being under-played for this group, we would have expected 
a much more visible difference in results. This inconclusive return from investment in formal policies 
may be due to a number of factors: 

• The policy is centred purely on IT, without looking at corporate security in the round. 
• The policy does not cover all of the relevant IT security threats.  
• The policy has been inadequately implemented. 
• The policy is not being kept up to date.  

A piece of advice that this report cannot make too strongly is that companies with existing security 
policies should review them frequently to ensure they are actually achieving their objectives.  

RESEARCH NOTE: 
 
This report is derived 
from a study of 3,097 
online respondents, 
conducted in 
collaboration with The 
Register Web site, in 
March 2005. The 
survey was intended to 
gauge the relative levels 
of the most common 
security threats today. 
Questions covered the 
relative threats of IT 
security issues such as 
malicious software, 
spyware and intrusion, 
in a corporate 
environment. 
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The Perceived Threat 
The initial set of questions determined the perceived impact 
of security threats, from both a productivity and a cost 
perspective. Figure 1 shows the potential productivity impact 
of the different kinds of security attack. While all the threats 
were seen to have some kind of productivity impact, 
intrusion, denial of service, malware and fraud were seen as 
the most significant. Spyware was not seen as posing a 
significant threat. 

 

Copyright 2004 Quocirca LtdFigure 1
How would you rank the potential impact to your 
organisation's productivity from the following threats?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Intrusion

Denial of Service

Malware

Fraud

Spyware

Spam

There would be significant productivity impact There would be some productivity impact
There would be no productivity impact Don't know

 
Figure 2 shows the cost impact. The order is similar to that 
with productivity, but fraud is seen as more significant. 
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How would you rank the potential cost impact to your 
organisation?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Intrusion

Fraud

Denial of Service

Malware

Spyware

Spam

There would be significant cost impact There would be some cost impact
There would be no cost impact Don't know

 
These findings are important as they give an indication of 
how organisations perceive the relative risk of security 
issues, and therefore the relative priority for mitigating those 
risks. Incidentally, there was no real difference for the 
responses by role; for example IT management respondents 
gave much the same answers as non-IT users.  

The psychological factor became very clear when 
respondents were asked about their expectations of security 
issues happening in the future (Figure 3). In every case 
(including malware shown here), companies who have 
already experienced an issue seem to take the threat more 
seriously (Figure 4). 
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How would you rank the likelihood of the following 
occurring in the future?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Spam

Spyware

Malware

Intrusion

Fraud

Likely Not likely Don't know
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If you have experienced such a threat in the past, how 
would you rank the likelihood of Malware in the future?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

in the past 3 months

in the past year

in the past

never

not sure

Likely Not likely Don't know

 

1. The Reality 
Having covered the theoretical threat, respondents were 
asked how they were directly impacted by security issues. 
Over half – 55% – felt they wasted at least a day per month 
(about 1 day in 20) due to security problems. This is a 
significant finding (Figure 5). 
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How much time would you consider you waste due to 
security problems?

A few hours a week
18%

Nothing worth 
measuring

21%

A day or so a week
7%

A day or so a year
24%

A day or so a month
30%

 
As an aside, we asked about Spam: while only 14% of 
respondents wasted more than an hour on Spam per week, 
clearly it remains an issue (Figure 6). 
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How much time do you personally spend per week dealing 
with Spam?

A few minutes
60%

Up to an hour
26%

A couple of hours
10%

A few hours or more
4%

 
While security is clearly important, it is equally important to 
understand how security issues sit relative to other causes of 
downtime (Figure 7). 
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Have your computer systems or web sites been rendered 
inaccessible due to any of the following?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90%
100
%

Scheduled Downtime

System failure due to software problems

System failure from hardware problems

System failure due to malicious software

Security breach due to intrusion

Denial of Service attack

in the past 3 months in the past year in the past never not sure

 
Scheduled downtime is, by its nature, less obtrusive than 
unplanned failures. Keeping this in mind, failures due to 
hardware or software problems appear roughly three times 
more often than security-related failures. There is the 
potential that such problems are security-related, but we can 
draw from this that overall system failure, no matter through 
what cause, needs to be considered in the round.  

2. Policy Drivers 
Unsurprisingly, larger companies are more likely to have 
implemented security policies than smaller ones (Figure 8). 
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Has your organisation implemented a formal security 
policy or process?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

0 - 49 employees

50 - 249 employees

250 - 999 employees

1,000 - 4,999
employees

5000+ employees

Yes Partially No Not sure

 

Less good news is that security policies do not appear to be 
having any significant effect against the likelihood of threat 
(Figure 9).  
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How would you rank the likelihood of a Malware attack 
occurring in the future?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Not sure

No

Partially

Yes

Likely Not likely Don't know

 
This could be put down to increased awareness of the 
theoretical threat or possibly the higher occurrence of formal 
policies in larger organisations who perceive they are more 
of a target.  We should therefore also look at the impact of 
policy on the consequential effects of security issues Figures 
10, 11). 
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Have your computer systems or web sites been rendered 
inaccessible due to malicious software?

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Not sure

No

Partially

Yes

in the past 3 months in the past year in the past never not sure
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How much time would you consider you waste due to 
security problems? 

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Not sure

No

Partially

Yes

A few hours a week A day or so a week A day or so a month
A day or so a year Nothing worth measuring

 
At first glance, it would seem that having a security policy in 
place is no better than not having one, as the differences 
between these groups are low.  Implementing and enacting a 
security policy is expensive – if there appears to be no 
difference between the two groups, is it worth it? 
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What we see here is a typical adoption curve.  Those who 
have no policy in place see fewer problems – they are 
unaware when a passive or benign virus is present, they do 
not perceive the denial of service attack as being anything 
other than that the internet is running slowly.  Those with 
fully implemented policies see more – and react more, even 
to threats which are not likely to be of high importance.  
Those with partially implemented policies are in the worst 
situation psychologically – they can see a lot more than they 
could before they started implementing a policy, but have 
only a partial means of dealing with the threat.  This is also 
seen when we look at figure 9 – those with a partial policy 
feel the most threatened – there is a heightened perception of 
threat, and a knowledge that not all threats can be dealt with. 

Quocirca believes security policies remain important – but 
must be seen within the overall context of the business.  

Protection of “Intellectual Property Assets” is not purely a 
technical issue – we also have the human assets that come 
and go from our environment at will, as well as security 
holes such as telephones, fax machines and even the disposal 
mechanisms for paper mail and other documents. We need to 
ensure that we include these assets and holes within the 
overall security policy – and we need to measure against the 
policies and implement and enact procedures to mitigate 
against any problem that we do find. 

This takes us right to the roots of why security policy should 
exist. Having a security policy does not stop security issues 
from happening. A poorly defined security policy is very 
dangerous – it leads to a perception of security, rather than a 
reality. However, being aware of the issues – and 
implementing the capability to deal with them – provides a 
far more powerful weapon than hiding our heads in the sand.   
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Appendix A – Interview Sample Distribution 
The primary research data presented in this report is from 3,097 responses, derived from an online survey executed in March 2005 in 
association with The Register Web site. The questionnaire used in this study was designed by Quocirca Ltd. The Quocirca primary 
research team also analysed and interpreted the results and all work was conducted on a completely independent basis. The 
respondents were broken down by company size as shown. While the majority of respondents occupied technical roles, 14% 
occupied non-technical roles (Figure 28).  
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How large is the organisation you work for?

0 - 49 employees
36%

5000+ employees
24%

50 - 249 employees
17%

1,000 - 4,999 
employees

12%

250 - 999 employees
11%
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Which of the following best describes your role in the 
organisation?

Business 
Management

7%

Technical Operations
38%

Non-technical user
7%

Technical 
Management

20%

Technical 
Development

28%
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